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Education

1. PhD, Quantum Computation and Information, 2005, University of Bradford, United Kingdom
2. MSc, Information Technology, 2000, University Putra Malaysia, MALAYSIA
3. BSc (Hons), Major in Physics, 1997, University Putra Malaysia, MALAYSIA

Area of Interest

Quantum Computing, Network Security and Wireless Networks

Professional Quali Area of Interest

1. Editorial Board, Malaysian Journal of Mathematical Sciences (MJMS), 2014 — present.

2. Editorial Board, Journal of Aerospace Science and Technology, 2014- present.

3. Editorial Board, International Journal of Digital Content Technology and its
Applications(JDCTA), 2009- present.

4. Editorial Board, Journal of Information Technology(JATIT), 2008- present.
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Position Duration
1. Deputy Dean, School of Graduate Studies 2019 - present
2. Deputy Dean, Faculty of Computer Science and Information Technology, UPM 2017 - 2019
3. Chairman Board of Director, ZA Quantum Sdn. Bhd. 2014 - 2018
(Start-up company under Innohub UPM)
4. Head of Section, High Performance Computing Section, INSPEM 2011 - 2015
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5. Head of Department, Department of Communication Technology and 2006 - 2011
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6. Coordinator of SKR2200 (Computer Security), Diploma Program, UPM 2006 - 2015

External Assessor of Academic Programme

1. External Moderator for programme under Computer Network and Security Programme
Area, School of Computing and Informatics, Universiti Teknologi Brunei (2022-2024)

2. External Examiner to the Master program “Master in Cyber Security” for the Centre of
Computing Study, Universiti Utara Malaysia (2022-2024)

3. External Examiner to the Master program “Master of Computer Science (Cyber Security)” for
the Faculty of Information Technology and Communication, Universiti Teknikal Malaysia
Melaka, Malaysia (2019-2023)

4. Academic Adviser to the “Bachelor in Information Technology (Cyber Security) with
Honours” and “Diploma in Computer Science” for the Department of Computer Science &
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5. External Examiner to the degree program “Bachelor in Information Technology (Cyber
Security) with Honours” and diploma programme “Diploma in Computer Science” for the
Department of Computer Science & Information Technology, New Era Univerisity College,
Malaysia (2020-2022)

6. Programme Review for Diploma in Information Technology Unitar College, Malaysia (2015-
2020)
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Azahari, N.S., Harun, N.Z., Wen, C.C., Ramli, S.N., Zukarnain, Z.A.
ACM International Conference Proceeding Series, 2024, pp. 350-356
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Fundamental design aspects of UAV-enabled MEC systems: A review on models,
challenges, and future opportunities
Adnan, M.H., Zukarnain, Z.A., Amodu, O.A.
Computer Science Review, 2024, 51, 100615

3) Article « Open access
Performance Analysis for Secret Message Sharing using Different Levels of Encoding
Over QSDC
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Multi-Link Operation in IEEE802.11be Extremely High Throughput: A Survey
Abdalhafid, A.A., Subramaniam, S.K., Zukarnain, Z.A., Ayob, F.H.
IEEE Access, 2024, 12, pp. 46891-46906

6) Article < Open access
A Survey on Addressing loT Security Issues by Embedding Blockchain Technology
Solutions: Review, Attacks, Current Trends, and Applications
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IEEE Access, 2024, 12, pp. 69765-69782
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Fog Offloading and Task Management in loT-Fog-Cloud Environment. Review of
Algorithms, Networks, and SDN Application
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IEEE Access, 2024, 12, pp. 39058-39080
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Investigating and Analyzing Simulation Tools of Wireless Sensor Networks: A
Comprehensive Survey
Adday, G.H., Subramaniam, S.K., Zukarnain, Z.A., Samian, N.
IEEE Access, 2024, 12, pp. 22938-22977

9) Article
Secured shared authentication key with two-way clock synchronization over multiparty
guantum communication
Azahari, N.S., Harun, N.Z., Ramli, S.N., Zukarnain, Z.B.A.
Quantum Information Processing, 2023, 22(11), 410

10) Review ¢ Open access
Quantum identity authentication for non-entanglement multiparty communication: A
review, state of art and future directions
Azahari, N.S.B., Harun, N.Z.B., Zukarnain, Z.B.A.
ICT Express, 2023, 9(4), pp. 534-547

11) Conference Paper
Towards Optimal Efficiencies in Software Defined Network SDN-Edge Cloud: Performance
Evaluation of Load Balancing Algorithms
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2023 1st International Conference on Advanced Engineering and Technologies, ICONNIC
2023 - Proceeding, 2023, pp. 190-194

12) Article « Open access
Friendship Degree and Tenth Man Strategy: A New Method for Differentiating Between
Erroneous Readings and True Events in Wireless Sensor Networks
Adday, G.H., Subramaniam, S.K., Zukarnain, Z.A., Samian, N.
IEEE Access, 2023, 11, pp. 127651-127668
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Medi-Block Record Secure Data Sharing in Healthcare System: Issues, Solutions and
Challenges
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Computer Systems Science and Engineering, 2023, 47(3), pp. 2725-2740
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A Versatile Shuffle Resource Units Recomputation Algorithm for Uplink OFDMA Random
Access
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International Journal of Advanced Computer Science and Applications, 2023, 14(9), pp.
49-56
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Dual-Phase Resource Allocation Algorithm in Software-Defined Network SDN-Enabled
Cloud
Alomari, A.H., Subramaniam, S.K., Samian, N., Latip, R., Zukarnain, Z.A.
IEEE Access, 2023, 11, pp. 102301-102315

16) Article « Open access
A Survey of Sybil Attack Countermeasures in Underwater Sensor and Acoustic Networks
Zukarnain, Z.A., Amodu, O.A., Wenting, C., Bukar, U.A.
IEEE Access, 2023, 11, pp. 64518-64543

17) Review « Open access
Fault Tolerance Structures in Wireless Sensor Networks (WSNs): Survey, Classification,
and Future Directions
Adday, G.H., Subramaniam, S.K., Zukarnain, Z.A., Samian, N.
Sensors, 2022, 22(16), 6041

18) Review ¢ Open access
Authentication Securing Methods for Mobile ldentity: Issues, Solutions and Challenges
Zukarnain, Z.A., Muneer, A., Ab Aziz, M.K.
Symmetry, 2022, 14(4), 821

19) Review * Open access
Quantum Key Distribution for 5G Networks: A Review, State of Art and Future Directions
Adnan, M.H., Zukarnain, Z.A., Harun, N.Z.
Future Internet, 2022, 14(3), 73

20) Review ¢ Open access
Security and privacy in cloud-based e-health system
Sivan, R., Zukarnain, Z.A.
Symmetry, 2021, 13(5), 742

21) Review ¢ Open access
Resource management in sdn-based cloud and sdn-based fog computing: Taxonomy
study
Alomari, A., Subramaniam, S.K., Samian, N., Latip, R., Zukarnain, Z.
Symmetry, 2021, 13(5), 734

22) Article < Open access
Mgc-mb: Multiphoton quantum communication using multiple-beam concept in free
space optical channel
Harun, N.Z., Zukarnain, Z.A., Hanapi, Z.M., Ahmad, |., Khodr, M.F.
Symmetry, 2021, 13(1), pp. 1-16, 66

23) Article
Character property method for arabic text steganography with biometric multifactor
authentication using liveness detection
ROSLAN, N.A., UDZIR, N.l., MAHMOD, R., ...NINGGAL, M.I.H., THABIT, R.
Journal of Theoretical and Applied Information Technology, 2020, 98(24), pp. 4140-4157

24) Review « Open access
Device-to-device communication in 5G environment: Issues, solutions, and challenges
Adnan, M.H., Zukarnain, Z.A.
Symmetry, 2020, 12(11), pp. 1-22, 1762
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Multi-stage gquantum secure direct communication using secure shared authentication
key

Harun, N.Z., Zukarnain, Z.A., Hanapi, Z.M., Ahmad, 1.

Symmetry, 2020, 12(9), 1481

26) Article < Open access
Flood Control Distance Vector-Hop (FCDV-Hop) Localization in Wireless Sensor Networks
Zazali, A.A., Subramaniam, S.K., Zukarnain, Z.A.
IEEE Access, 2020, 8, pp. 206592-206613, 9259046

27) Article < Open access
An Adaptive Relay Selection Scheme for Enhancing Network Stability in VANETSs
Al-Kharasani, N.M., Zukarnain, Z.A., Subramaniam, S.K., Hanapi, Z.M.
IEEE Access, 2020, 8, pp. 128757-128765, 8999529

28) Article
An enhanced group mobility management method in wireless body area networks
Abdullah, R.M., Alwan, A.A., Salih, K.G., Zukarnain, Z.A.
Journal of Theoretical and Applied Information Technology, 2019, 97(22), pp. 3293-3303

29) Article
QuCCs: An experimental of quantum key distribution using Quantum Cryptography and
Communication Simulator
Zukarnain, Z.A., Buhari, A., Harun, N.Z., Khalid, R.
Malaysian Journal of Mathematical Sciences, 2019, 13, pp. 127-140

30) Article
Towards overhead mitigation in state-free geographic forwarding protocols for wireless
sensor networks
Umar, LA, Hanapi, Z.M., Sali, A., Zulkarnain, Z.A.
Wireless Networks, 2019, 25(3), pp. 1017-1030

31) Article + Open access
An efficient resource utilization scheme within PMIPv6 protocol for urban vehicular
networks
Ghaleb, S.M., Subramaniam, S., Zukarnain, Z.A., Muhammed, A., Ghaleb, M.
PLoS ONE, 2019, 14(3), e0212490

32) Article « Open access
Hybrid M-Ary in Braided Single Stage Approach for Multiphoton Quantum Secure Direct
Communication Protocol
Harun, N.Z., Zukarnain, Z.A., Hanapi, Z.M., Ahmad, 1.
IEEE Access, 2019, 7, pp. 22599-22612, 8638764

33) Erratum  Open access
Correction to: Load balancing mechanism for clustered PMIPv6 protocol (EURASIP
Journal on Wireless Communications and Networking, (2018), 2018, 1, (135),
10.1186/s13638-018-1137-y)
Ghaleb, S.M., Subramaniam, S., Zukarnain, Z.A., Muhammed, A.
Eurasip Journal on Wireless Communications and Networking, 2018, 2018(1), 260

34) Article + Open access
Load balancing mechanism for clustered PMIPv6 protocol
Ghaleb, S.M., Subramaniam, S., Zukarnain, Z.A., Muhammed, A.
Eurasip Journal on Wireless Communications and Networking, 2018, 2018(1), 135
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European Journal of Scientific Research, 2009, 31(4), pp. 566-576

132) Conference Paper ¢ Open access
Improving utility accrual scheduling algorithm for adaptive real-time system
Ahmad, |., Othman, M., Zulkarnain, Z., Othman, M.F.
Proceedings - International Symposium on Information Technology 2008, ITSim, 2008, 1,
4631584

133) Conference Paper
A quantum algorithm for minimal spanning tree
Aghaei, M.R.S., Zukarnain, Z.A., Mamat, A., Zainuddin, H.
Proceedings - International Symposium on Information Technology 2008, ITSim, 2008, 4,
4632038

134) Conference Paper ¢ Open access
A connection selection method for vertical handoffin hybrid wireless environment
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Heidarinezhad, M.R., Zukarnain, Z.A., Udzir, N.l., Othman, M.
2008 1st International Symposium on Applied Sciences in Biomedical and
Communication Technologies, ISABEL 2008, 2008, 4712631

135) Conference Paper
A hybrid algorithm for the shortest-path problem in the graph
Aghaei, M.R.S., Zukarnain, Z.A., Mamat, A., Zainuddin, H.
Proceedings - 2008 International Conference on Advanced Computer Theory and
Engineering, ICACTE 2008, 2008, pp. 251-255, 4736960

136) Article « Open access
Discrete simulation framework for wireless cellular networks
Al-Sanabani, M., Subramaniam, S., Othman, M., Zukarnain, Z.
Journal of Computer Science, 2008, 4(12), pp. 982-990

137) Conference Paper
A matrix usage of load balancing heuristic for shortest path routing
Mustafa, N.M., Othman, M., Zukarnain, Z.A.
Proceedings of the International Conference on Computer and Communication
Engineering 2008, ICCCEO08: Global Links for Human Development, 2008, pp. 356—-361,
4580628

138) Conference Paper ¢ Open access
Adaptive resource allocation scheme based on call admission control and mobility
prediction for multimedia services in wireless cellular networks
Sanabani, M., Shamala, S., Othman, M., Zukarnain, Z.
Proceedings of the International Conference on Computer and Communication
Engineering 2008, ICCCEO08: Global Links for Human Development, 2008, pp. 698-701,
4580694

139) Conference Paper
Load balancing in autonomous networks through hierarchical traffic scattering
Nezhad, M.R.H., Zukarnain, Z.A., Othman, M.
Proceedings of the International Conference on Computer and Communication
Engineering 2008, ICCCEOQS: Global Links for Human Development, 2008, pp. 15-19,
4580560

140) Article
A source tree reliable multicast protocol for Ad-Hoc networks
Al-Ahdal, T., Subramaniam, S., Othman, M., Zukarnain, Z.
International Arab Journal of Information Technology, 2008, 5(3), pp. 273—-280

141) Article
Multi-class bandwidth reservation scheme based on mobility prediction for handoff in
multimedia wireless/mobile cellular networks
Al-Sanabani, M.A., Shamala, S.K., Othman, M., Zukarnain, Z.A.
Wireless Personal Communications, 2008, 46(2), pp. 143-163

142) Article
Mobility prediction based resource reservation for handoff in multimedia wireless cellular
networks
Al-Sanabani, M., Subramaniam, S., Othman, M., Zukarnain, Z.
International Arab Journal of Information Technology, 2008, 5(2), pp. 162—-169

143) Article ¢« Open access
Analysis of string matching compression algorithms
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Nadarajan, K., Zukarnain, Z.A.
Journal of Computer Science, 2008, 4(3), pp. 205-210

144) Conference Paper
An adaptive Reliable Multicast protocol in Ad hoc networks
Alahdal, T., Subramaniam, S., Othman, M., Zukarnain, Z.
Proceeding - 2007 IEEE International Conference on Telecommunications and Malaysia
International Conference on Communications, ICT-MICC 2007, 2007, pp. 68-74, 4448611

145) Conference Paper
The TCP fairness in WLAN: A review
Seyedzadegan, M., Othman, M., Subramaniam, S., Zukarnain, Z.
Proceeding - 2007 IEEE International Conference on Telecommunications and Malaysia
International Conference on Communications, ICT-MICC 2007, 2007, pp. 644—648, 4448564

146) Conference Paper
An enhanced bandwidth reservation scheme based on road topology information for QoS
sensitive multimedia wireless cellular networks
Sanabani, M., Shamala, S., Othman, M., Zukarnain, Z.
Lecture Notes in Computer Science (including subseries Lecture Notes in Artificial
Intelligence and Lecture Notes in Bioinformatics), 2007, 4706 LNCS(PART 2), pp. 261-274

147) Book Chapter
Time Evolution of two distant SQUID rings irradiated with entangled electromagnetic field
Konstadopoulou, A., Migliore, R., Zukarnain, Z.A., Vourdas, A., Messina, A.
Quantum Computing in Solid State Systems, 2006, pp. 247-253

148) Conference Paper
QoS provisioning for Adaptive multimedia services in wireless/mobile cellular networks
Sanabani, M., Shamala, S., Othman, M., Zukarnain, Z.
2006 International RF and Microwave Conference, (RFM) Proceedings, 2006, pp. 381-385,
4133624

149) Conference Paper
Measurements and correlations in tri-partite systems
Ahmad Zukarnain, Z., Konstadopoulou, A., Vourdas, A.
International Journal of Modern Physics B, 2006, 20(11-13), pp. 1551-1563

150) Conference Paper
Entanglement of distant superconducting quantum interference device rings
Zukarnain, Z.A., Konstadopoulou, A., Vourdas, A., Migliore, R., Messina, A.
Journal of Optics B: Quantum and Semiclassical Optics, 2005, 7(12)

Keynote Speakers

1 Keynote Speaker at the 2024 International Conference on Communication
Security and Information Processing (CSIP 2024)

2 Keynote Speaker at the 4th Edition of Electronics and Electrical Engineering Virtual,
(V-Electrical2023)

3 Keynote Speaker at the 5th International Conference on Computational Intelligence
in Information Systems (CIIS 2022)
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10.

11.

12.

13.

14.

Keynote Speaker at the INTERNATIONAL INNOVATION, TECHNOLOGY &
RESEARCH EXHIBITION AND CONFERENCE (ITREXC21)

Keynote Speaker at the 5TH INTERNATIONAL CONFERENCE ON
INTERDISCIPLINARY COMPUTER SCIENCE AND ENGINEERING
(ICICSE2021)

Keynote Speaker at the 2020 5th International Conference on Intelligent
Information Technology (ICIIT 2020)

Keynote Speaker at the 1st INTERNATIONAL CONFERENCE ON EMERGING
TECHNOLOGY & INNOVATIVE APPLICATIONS (ICETIiA19)

Keynote Speaker at the Workshop Digital Democracy in ASEAN in the Age of
Digitalization, 2019

Keynote Speaker at the ICCASA 2018 - 7th EAI International Conference on
Context-Aware Systems and Applications

Keynote Speaker and Session Chair at the 3rd International Conference and
Business Expo on Wireless and Telecommunication, for paper entitled “Quantum
Communication Simulator (QuCS) as a Simulation Tool for Quantum
Communication Experiment”, July 20-21, 2017.

Keynote Speaker and Session Chair at the 1st Malaysian Quantum Information
Era Strategic Hub Seminar(MyQuantum) Series, entitled “Overview of Quantum
Technology”, May 24-25, 2017.

Keynote Speaker at 5th Information Security Summit for paper Hybrid Cloud: The
Best of Both Worlds? 2016.

Keynote Speaker at Professionalism Improvement Program - Phase 2 for paper
“Think your Communication through media means are Private? Think Again..”,
2016.

Keynote Speaker and Session Chair at the International Multi-Conference on
Systems, Signals and Devices 2016, for paper entitled “Quantum Communication
Simulator (QUCS) as an effective software for Quantum Experiment and
Communication”, March 21-24, 2016.

Keynote Speaker and Session Chair at International Conference on “Innovative
Trends in Multidisciplinary Academic Research” (ITMAR,) for a paper entitled “A
Multidisciplinary Approach for Effective Quantum Communication Simulation:
Quantum Communication Simulator (QuCS)”, October 20, 2015.

Keynote Speaker and Session Chair at Global Summit and Expo on Multimedia
& Applications, 2015 for paper entitled “Quantum Key Distribution Approach for
Cloud Authentication: Enhance Tight Finite Key”, 2015.
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15.

16.

17.

18.

19.

20.

21.

Keynote Speaker and Session Chair at The 4th International Conference on
Computer Science & Computational Mathematics (ICCSCM 2015), for paper
entitled “A Generic Simulation Framework for Quantum Communication Simulator
(QuCS)”, Langkawi, 7 - 8 May 2015.
Keynote Speaker and Session Chair at The 3rd International Conference on
Computer Engineering & Mathematical Sceinces (ICCEMS 2014), Aseania Resort
& Spa Langkawi, for paper entitled “Quantum Cryptography Communication
Simulator”, 4 - 5 Dec 2014.
Keynote Speaker and Session Chair at International conference on Computer
Science and Information Systems (ICSIS’2014), for paper entitled “QUCCs : A
Practical Implementation Testing Software for an Ultra Secure Communication
using Quantum Technology”, Dubai, UAE, 17 — 18 Okt 2014.
Keynote Speaker and Session Chair at International Conference on Computer
and Network Technology (ICCNT), for paper entitled “A Generic Simulation
Framework for Non-entangled based Experimental Quantum Cryptography and
Communication:Quantum Cryptography and Communication Simulator (QuCCs)”,
Bali, Indonesia, 1 - 2 Dec 2014.
Keynote Speaker and Session Chair at International Conference on Atrtificial
Intelligence in Computer Science and ICT(AICS 2014), paper entitled “Optimal
Configuration for Urban VANETs Routing using Particle Swarm Optimization”,
Bandung, Indonesia, 5 — 7 Sept 2014.
Keynote Speaker and Session Chair at The Second International Conference on
Cyber Security, Cyber Peace fare and Digital Forensic (CyberSec2013), paper
entitled “Quantum User Authentication Scheme Over Noiseless Channel”, Kuala
Lumpur, 2013.

Keynote Speaker and Session Chair at IRISET Bangkok Conference for paper

entitled “Towards Unconditional Cyber Security: Quantum Technology”, Bangkok,
2012.

Conference Proceedings (30 recent Conference Proceedings)
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Roszelinda Khalid, Zuriati Ahmad Zulkarnain. 2013. Enhanced Tight Finite Key Scheme for
Quantum Key Distribution (QKD) Protocol to Authenticate Multi- Party System inCloud
Infrastructure, International Symposium on Quantum, Nano and Micro Technologies (ISQNM
2013), pp. 93-102.

Roszelinda Khalid, Zuriati Ahmad Zulkarnain. 2013. Tight Finite Key Scheme for Quantum Key
Distribution (QKD) Protocol to Authenticate Multi- Party System in Cloud Infrastructure.
International Conference on Atrtificial Intelligence in Computer Science and ICT (AICS 2013), pp.
32-41.

Abudhahir Buhari, Zuriati Ahmad Zukarnain, Shamala K. Subramaniam and Hishamuddin
Zainuddin. 2011. A Single Photon Quantum User Bi-directional Authentication Scheme over
Noiseless Channel. International Workshop on Quantum Information Processing 2011, p.p. 85-
94.

Abudhahir Buhari, Zuriati Ahmad Zukarnain, Shamala K. Subramaniam and Hishamuddin
Zainuddin. 2011. Efficient Modeling and Simulation of BB84 type Protocols using OptiSystem ™:

An approach. International Workshop on Quantum Information Processing 201,1 pp. 61-71.

Nur hanani Kamarul Aizan, Zuriati Ahmad Zukarnain, Hishamuddin Zainuddin. 2010.
Implementation of BB84 Protocol on 802.11i. International Conference on Network Applications,
Protocols and Services 2010, pp. 100-108.

Mohammad Reza Soltan Aghaei, Zuriati Ahmad Zukarnain, Ali Mamat, and Hishamuddin
Zainuddin. 2010. An Architectural Framework For Quantum Algorithms Processing Unit (QAPU).
Proceedings of the International MultiConference of Engineers and Computer Scientists 2010 Vol
I, IMECS 2010, March 17 - 19, 2010, Hong Kong, pp. 45-51.

Mohammad Reza HeidariNezhad, Zuriati Ahmad Zukarnain, Nur lzura Udzir and Mohamed
Othman. 2009. A QoS-Support Mobility Management Approach in Wireless Network International
Conference on Future Computer and Communication (ICFCC 2009), ISBN Number (978-1-4244-
3754-2), pp. 403-408.

Mohammad Reza HeidariNezhad, Zuriati Ahmad Zukarnain, Nur lzura Udzir and Mohamed
Othman. 2009. Efficient Scheduling Algorithm to QoS Support in High Speed Downlink Packet
Access. International Conference on Computer, Electrical, and Systems Science, and
Engineering (CESSE 2009),Penang-Malaysia, pp 205-213.

Hayder Natig Jasem, Zuriati Ahmed Zukarnain, Mohamed Othman, and Shamala
Subramaniam. 2009. The New AIMD Congestion Control Algorithm. Proceedings of World
Academy of Science, Engineering and Technology, Volume 38, February 2009, Penang,
Malaysia, pp 307-315.

10.

Ahmad Faisal Amri Abidin, Zuriati Ahmad Zulkarnain, Elissa Nadia Madi. 2009. The Simplicity
of Developing Chaotic Regime Cryptography. ICCEE, vol. 2, pp.227-230, 2009 Second

International Conference on Computer and Electrical Engineering, pp. 84-93.

11.

Mohammad Reza HeidariNezhad, Zuriati Ahmad Zukarnain, Nur lzura Udzir, and Mohamed

Othman. 2008. Load Balancing in Autonomous Networks through Hierarchical Traffic Scattering.
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International Conference on Computer and Communication Engineering, ICCCE 2008, Kuala
Lumpur, Kuala Lumpur, ISBN: 978-1-4244-1691-2, pp. 15-19.

12.

Soltanaghaei, M.R., Z.A. Zukarnain, A. Mamat and H. Zainuddin. 2008.A Hybrid Algorithm for
the Shortest-Path Problem in the Graph. Proceeding of the International Conference on Advanced
Computer Theory and Engineering, Dec. 20-22, IEEE Computer Society, Phuket Island, Thailand.
DOI: 10.1109/ICACTE.2008.137, pp. 251-255.

13.

Soltanaghaei, M.R., Z.A. Zukarnain, A. Mamat and H. Zainuddin. 2008. A Quantum Algorithm
for Minimal Spanning Tree. Proceeding of the 3 International Symposium on Information
Technology, Aug. 26-28, IEEE Xplore Press, Malaysia. DOI:10.1109/ITSIM.2008.4632038, pp.1-
6.

14.

N. Jamil, R. Mahmod, M. R. Z'aba, N. I. Udzir, Z. A. Zukarnain. 2012. A New Cryptographic Hash
Function Based on Cellular. International Conference on Information and Computer Networks
2012, pp.388-391

15.

Mohammad Alkhatib, Azmi Jaafar, Zuriati Zukarnain, Mohammad Rushdan MD. SAID. 2012.
Parallelizing GF (p) Montgomery Elliptic Curve Crypto-System Operations to Improve Security
and Performance. 3 International Conference on Mechanical and Aerospace
Engineering(ICMAE 2012), pp.: 7-18

16.

Idawaty Ahmad, Mohamad Othman, Zuriati Zulkarnain, Muhammad Fauzan Othman. 2008.
Improving Utility Accrual Scheduling Algorithm for Adaptive Real-Time System. Proceedings
International Symposium of Information Technology (ITSIM 08’). August 26-29 2008 Kuala
Lumpur Convention Centre Malaysia vol 1, pp. 369 - 373

17.

Nor Musliza Mustafa, Mohamed Othman and Zuriati Ahmad Zukarnain. 2008. A Matrix Usage
of Load Balancing Heuristic for Shortest Path Routing Proc. Of IEEE (ICCCEO08), Kuala Lumpur,
Malaysia, pp. 231-240

18.

Mojtaba Seyedzadegan, Mohamed Othman, Shamala Subramaniam and Zuriati Zukarnain.
2007. The TCP Fairness in WLAN: A Review. 14" |EEE International Conference on
Telecommunications (ICT) and 8th IEEE Malaysia International Conference on Communications
(MICC). 14-17 May 2007 Penang Malaysia, pp.173-181.

19.

Tarig A., S. Shamala, M. Othman, and Z. Zukarnain. 2007. An Adaptive Reliable Multicast
Protocol In Ad Hoc Networks. SNIKTI 2007 "National Conference on Computer Science &
Information Technology VII", pp. 96-106

20.

M. Sanabani, S. Shamala, M. Othman and Z. Zukarnain. 2006. Adaptive Resource Allocation
Algorithm at Connection Level in Multimedia Wireless/Mobile Cellular Networks. International
Conference on Network and Mobile Computing (NMC2006), pp. 241-250.

Chapter in Books

1.

Shamala Subramaniam, Mohammed Ahmed Almoqry, Sangeetha Thavamani, Mohammed
Othman and Zuriati Zulkarnain. (2009). A Wireless Sensor Network for Field Hockey
Performance Analysis. Publisher: In-Tech, pp 256-278.
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2. A. Konstadopoulou, R. Migliore, Z.Ahmad Zukarnain, A. Vourdas, A. Messina. (2004). Time

evolution of two distant squid rings irradiated with entangled electromagnetic field, in "Quantum

Computation: solid state systems". Publisher: Kluwer Academic Plenum Publishers, pp 23-30.

Research Grants

No. Project Title Role Sponsor / Grant and Period
Amount (RM) (years)

1. Quantum Computing For The Main 101194 2
System Of Quitrits In Small World researcher E-Science: 01-01-04-
Networks SF0708-143500

2. Quantum Key Distribution Protocol Main (RUGS 05/01/07/0234 2
For Quantum Computer researcher RU)

3. Algorithms For High Speed and Co- 50000 2
Quantum Computer for Solving researcher Fundamental:

Problems Involving Colossal Data F1050999

4, Weighted Window for Top Fairness Co- 61000 (RUGS: 2

in Wireless LAN researcher 05/01/07/0180
RU)

5. Wireless Adhoc and Sensor Co- 128732 2
Optimization Tool For Network researcher E-Science: 01-01-04-
Reconfiguration SF0224-

6. Quantum Processing Unit (QPU) For Main 24000 2
Quantum Computer researcher Fundamental

(FRGS) Fasa 1/2010

7. An Application of Lucas Function In Co- 51000 3
the Cramer-Shoup Cryptosystem researcher Fundamental: 01-01-

07-156FR

8. Scattering States and Geodesics on Co- 156698 3
Simple Punctured Surfaces and researcher E-Science: 06-01-04-
Hyperbolic Orbifolds SF0256

9. An Effective Performance Evaluation Main 35250 2
System for Practical Quantum Key researcher E-Science: 01-01-04-
Distribution Protocols using SF1112
OptiSystemTM

10. Reputation based on secure Main 15000 2
hierarchical routing protocol in researcher Initiative RU
wireless sensor networks for 05-02-11-1425RU
detection and prevention malicious
nodes

11. Data Stream Clustering for Intrusion Co- 24000 2
Detection System (IDS) researcher Initiative RU

12. Wireless Sensor Based Field Co- 20000 2
Hockey Strategy System(v.2) researcher Initiative RU



13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

A Linear -Temporal Formal
Language for Context-Sensitive
Usage Control Policies

A New-

Dependent Block Cipher
Cryptanalysis

Enhanced Radio Resource

Management in Celullar Networks

An Application wireless sensor
network (WSN) and high
performance computing on smart
parking platform

Enhanced Tight Finite Key Scheme
For Quantum Key Distribution (QKD)
Protocol To Authenticate Multi-Party
System In Cloud Infrastructure

Generic cost scheme for Cloud
services based on  General
Equilibrium Theory towards effective
resource sharing in multi-tenant
environment

A New Trust Scheme Model in
Routing Protocol to Enhance
Security Defense at Network Layer
for Wireless Sensor Network

Development of a work flow for high
throughput

sequence anolysis in a web-based
portol using oil palm

defensome data

Development of Quantum
Communication Simulator for
Quantum Experiment and Quantum
Communication

A Development of Quantum
Communication Simulator(QuCS)
for Practical Implementation and
Testing of Unconditional Security
using Quantum Technology

Web Development Apprenticeship
Program for Quantum
Communication Simulator
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Co-
researcher

Co-
researcher

Main

researcher

Main
researcher

Main
researcher

Co-
researcher

Co-
researcher

Co-
researcher

Main
researcher

Main
researcher

Main
researcher

42500
E-Science

8000
Initiative RU

13500

Initiative RU(FRGS)
Fasa 1/2010

35000

Initiative RU(01-01-07-
156FR)

76600

Fundamental
(FRGS/2/2013/1CT03/
UPM/02/5)

81000

Fundamental
(FRGS/2/2013/ICT03/
UPM/02/1)

93000

Fundamental
(FRGS/2/2013/1ICT03/
UPM/02/2)

650000
Initiative RU
(GP-tPB/2013
/941L.3607)

72000

Prototype
(PRGS/1/2016/ICT03/
UPM/02/1)

99951

Geran Putra Berimpak
(UPM/700-
2/1/GPB/2017/952130
0)

25,357.50

Malaysian Global
Innovation & Creativity
Centre-MaGIC(VLT
Labs, Damansara
Perdana)

Private
Grant/International



Awards / Recognition (Current)

1. Top Research Scientist Malaysia 2023 in Science, Technology, and Innovation (STI) by Academy

of Sciences Malaysia

2. First prize of RM10000 in the Infomation Technology Cluster at the Selangor Research

& Development Innovation Expo (SRIE) 2022 for the product “Z Wallet for a secure, flexible

cashless application using blockchain technology

3. Distinguished Women in Computer Sceince at 4™ Venus International Women Award -VIWA 2019
4. World Woman Science Grand Award at the 3rd World Scientis Awards (WSA)2016 in Seoul,
South Korea

5. Innovative Inventor Grand Award for Order of Merit:Information Technology at the 5th World
Inventor Award Festival (WIAF)2016 in Seoul, South Korea.

6. Visiting Professor by the Korea Invention Academy(KIA) took effect from 4th December 2016.

7. Gold Medal at the 2016 International Invention Innovation Competition in Canada, iCAN 2016, for

the invention entitled, “Drag and Drop Interactive based Optimized Dynamic Process Simulator:

Quantum Communication as Application”, Abudhahir Buhari, Zuriati Ahmad Zukarnain,
Roszelinda Khalid, 2016.

8. Special Award at the 2016 International Invention Innovation Competition in Canada, iCAN 2016,

for the invention entitled, “Drag and Drop Interactive based Optimized Dynamic Process Simulator:

Quantum Communication as Application”, Abudhahir Buhari, Zuriati Ahmad Zukarnain,
Roszelinda Khalid, 2016

Professional Service / Consultation

No.

Project Title/Role

Crypto Engine Upgrade for e-PKI
Services in CSCS Application /
Subject Matter Expert:Member

Cryptographic Algorithms for CORE
Expert System Datalogging Box
/ Subject Matter Expert:Member

Security Model for SCADA in TNB
/ Subject Matter Expert:Member

Smart
Matter

Cryptographic Model for
Metering /  Subject
Expert:Member

Organization

TNB

TNB

TNB

TNB
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Status

Completed

Completed

Completed

Completed

Amount

RM48, 000

RM112,400

RM150,000

RM200,000

Year

Feb 2013 —
April 2013

June 2013 -
Dec 2013

June 2014 -
Dec 2014

September
2014 — Mac
2015



Student Supervision

l. PHD
a. Main Supervision

Year
No. Name Of Student / Title of Project Status Graduated

Mohammad Reza Soltan Aghaei(GS17317) / A
Framework for Quantum Algorithm Processing
Unit (QAPU) Graduated 2010
Mohammad Reza Heidarinezhad(GS17717)
| Cross-Layer Host Mobility for All-IP Wireless Graduated 2011
Networks
Hayder Natiqg Jasem(GS19548) / The Efficiency
and Fairness of AIMD-based Congestion Graduated 2012
Avoidance Algorithms
Saif M. KH. Al-Alak(GS27832) / Improve Message
Authentication Technique on IEEE 802.15.4
4. | Wireless Sensor Network Using Multiple Key Graduated 2013
Protocol

Abudhahir Bahari (GS20880) / Authenticated
5. | Multiparty Quantum Secret Sharing Key Protocol Graduated 2015

Roselinda Khalid(GS33594) /
Authentication For Multi-Party With
Quantum Key Distribution Graduated 2018
Normalia Samian(GS38440) / Cooperation

Stimulation Mechanisms for Wireless

£ Multihop Networks: A Survey Graduated 2017

Huthiafa Q Qadori (GS41079) / Mobile Data

8.  Gathering in Wireless Sensor Networks Based on Graduated 2018
Multi Mobile Agents
NUR ZIADAH BINTI HARUN (46865) /MQC-
MB: Improving Performance of Multiphoton

9. | Quantum Communication using Multiple- Graduated 2019
Beam Concept

Nori Mohammed Abd Karem(GS28518) /
Optimal Configuration for Urban VANETS

10. Routing using Particle Swarm Optimization On-going
NURUL NADIA BINTI ABDOL RAHMAN
11 (GS52164) / Privacy Model on Ballout System On-aoin
" using Blockchain Technology going
Mateen Naser Ridha(GS36642) / Speed
12. Gradient Quantum Algorithm for Quantum On-going

Networks
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b. Co-Supervision

No.

10.

11.

12.

13.

14.

Name Of Student / Title of Project

Norziana Jamil (GS23224) /_A new Advanced
Encryption Standard (AES) Algorithm for securing
digital communication

Mohammad Alkhatib (GS21054) /

Parallelizing GF (p) Montgomery Elliptic Curve
Crypto-System Operations to Improve Security
and Performance

Maryam Shahpasand (GS26759) / Quantum Key
Distribution Protocol for water marking

Basheer Ahmed Ahmed Ali (GS 25863) / Security
of Multiparty Quantum Key Distribution Protocol

Murali A/L Krishnan (GS20667) /
Wireless Adhoc Routing

Tariq Abdullah Ahmad (GS20751) /
Reliable Mulicast Transport Protocol in
multihop Adhoc on demands Networks

Maher Ali Abdullah (GS20817) /

Resource Allocation Algorithms and Mobility
Prediction Techniques in Wireless
Multimedia Cellular Networks

Fuad Hassan Mohmed (GS20904) /
Fairness Control Algorithm for mulicasting in
WDM Optical Dual Ring Networks

Ibrahim Saidu (GS23465) /Resource Management
Algorithms in WiMax Networks

Auday H.Saeed (GS28463) /A DNA-Based
Dynamic Key-Dependent Block Cipher

Fahrul Hakim Hayob (GS20127) /

The Optimization of Traffic Allocation Problem in
LEO Satellte by Using Genetic Algorithms
Approach

Muhammad Daniel Hafiz Abdullah
(GS38441) / Secure data aggregation for
Smart Metering Networks

Zeyad Ghaleb Aglan Al-Mekhlaf (GS34213)
/ Energy Efficient on Aspect of Clock
Synchronization in a Wireless Sensor
Network

Ali Idarous (GS34263) /

Dynamic Collection Window Routing
Protocol in Wireless Sensor Network
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Status

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Year
Graduated

2013

2013

2013

2013

2014

2014

2014

2015

2015

2015

2015

2017

2017

2017
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Adamu Muhammad Noma (GS35210) /

New Scheduling Optimization Technique for Two
level aggregation scheme with optimization in
subframes headers for 802.11n Wireless
Networks

15.

Safwan Mahmood Yahya Ghaleb

16 (GS41921) / Fairness Control Algorithm for
" Multihop adhoc on demand networks
Abu Bakar Saddiq (GS39712) / Energy
17 Management in Geographic Routing in
" Wireless Sensor Network

Soulmaz Salehian (GS35312) /
Energy Efficient Clustering in Wireless

18. Sensor Network

II. MASTER OF SCIENCE

No. Name Of Student / Title of Project

Nazanin Borhan (GS20205) /
Define A Property And A Protocol For Property Based

L Attestation
Nur Hanani Bt Kamarul Aizan (GS18539) /
> Implementation Of BB84 Protocol In UDP 802.11I

WLAN

b. Co-Supervision

No. Name Of Student / Title of Project

Nor Musliza Mustafa (GS18651) /
A memetical Algorithm for Routing
Optimization Using OSPF

Mina Malekzadeh (GS20031) / Integrity
2. Improvement for Unicast Management
frames in IEEE 802.11 MAC Protocol
Aneel Oad (GS20493) / Enhance Uplink
Scheduling Algorithm for Efficient Resource

3. Management in IEEE 802.16
Azyyati Adiah Zazali (GS28351) /
4 Localization Algorithm for Wireless

Sensor Networks

lll. MASTER BY COURSEWORK

No. Name Of Student / Title of Project

Mutah Wadi (GS39896) /
1.  Integration of Numerical techniques to
improve the GPU Speed up
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Graduated

Graduated

Graduated

On-going

Status

Graduated

Graduated

Status

Graduated

Graduated

Graduated

Graduated

Status

Graduated

2018

2018

2018

Year
Graduated

2012

2013

Year

Graduated

2011

2011

2014

2015

Year
Graduated

2006



10.

11.

12.

13.

14.

15.

16.

Ahmed Mohammed Shamsan (GS17147) / Improve
Protein Sequence Similarity Algorithms by
parallelization and distribution

Ahmad Faisal Amri bin Abidin @ Bharun (GS17487)
/ Develop the chaos cryptography based on Baptista
Method

Ehsan Monsef (GS16887) /
Target Tracking via wireless sensor networks-
heuristic approach

Abdul Nasser Ahmed Mohammed Al-Khelli
(GS16422) / Performance Analyses of OSPF and
EIGRP protocols when a link failure occur

Abdel Karim M.A. Shanta (GS17311) /
Performance evaluation of indoor position algoritms
using wireless LAN

Mohd. Anuar bin Jaafar (GS18660) /
Securing the AODV Routing Protocol in Mobile Ad
Hoc Networks

Mohd. Izuan bin Mohd. Saad (GS18665)
/ An Efficient of Multi-Path Routing Protocol for Ad
Hoc Networks

Abdul Hadi bin Abd. Rahman (GS18661) / Channel
Assignment Scheme for Multi-Channel Ad Hoc
Networks

Norlizah binti Hanafiah (GS19369) / A Load
Balancing Strategy in Web Cluster System

Ali Mohamed E. Ejmaa (GS18590) / Improving Data
Transmission with Helping Nodes for Geographical
Ad-Hoc Routing

Taha Ahmed Al-Radaei (GS21687) / Enhanced Fast
Reroute with Pre-Established Bypass Tunnel in
MPLS

Abdulla A. Nabel (GS20349) / Using (EDM) to
Improving The Fairness Among TCP flows

Nori Mohammed Abdulkareem Al-Khorsani
(GS22873) / Routing with Load-Balancing in Multi-
Radio Wireless Mesh Networks

Ashraf Muthana Hassan Taleb (GS21724) |/
Comparative Study of Packet Scheduling Algorithms
in Mobile Ad Hoc

Ateik Abdullah Hussein Al-Emadi (GS21798) /

Evaluate ERED: An Algorithm to Improve RED’s
Performance by Reducing Packet Loss Rate

28

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

2006

2006

2007

2007

2007

2008

2008

2008

2009

2009

2009

2009

2010

2010

2011



17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

Ali Mohammed Hasan (GS22007) / The Impact of
Packet Reordering on High-Speed Network Using
Different Variants of High Speed TCP

Mohammed N.A. Abdal Razzaq (GS21499) /
Providing More Secure Environment via Network
Traffic Analysis

Ahmed Hussein Abdallah (GS27248) / 4G
Scheduling Algorithms

Mohamad Ali Iravani (GS27319) / Authentication in
guantum key growing

Wan Kamilah Wan Sobery (GS29870) / Simulating
the BB84 and B92 on TCP Protocol

Mohd Zaki Ahmad (GS30026) / Comparison AODV
Algorithm for Network Security

Maryam AbdulRaheem Yasir (GS34029) /
Comparative Analysis of Ad-Hoc Routing Protocols
in Different MANET Scenarios of Real Urban Area

Lawal Muhammad Aminu (GS35436) /
Performance Evaluation of Secure Key Distribution
Based on Quantum Mechanics Principles over Free
Space

Mohammed Baker Yousif (GS37215) / Architecture
of Multicast Centralized Key Management Scheme
Using Quantum Key Distribution Protocol

Mu'azu Dauda (GS43942)/
An Efficient Modelling and Simulation of Basic
Quantum Experiment using QUCS

IV. BACHELOR OF COMPUTER SCIENCE

No.

Name Of Student / Title of Project

Amirul Ashraf Mohd Yusof (126968) / Audio
Streaming Ice Cast

Azmil Abd Rahim (125035) / Blue Tooth Technology
In Wireless Lan

Ahmad Syafiq Juaini Rostam (123910) / Client Server
Chat Application

Ahmad Hafizzul Kamaruddin (125468) / Intrusion
Detection System

Amir Afiq Bin Suainbon (123920) / Wireless Hotspot
System

Eina Sarbian (122466) / Clustering Computer On
Mathematics
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Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

Status

Graduated

Graduated

Graduated

Graduated

Graduated

Graduated

2011

2012

2012

2012

2013

2013

2014

2014

2015

2016

Year

Graduated

2006

2006

2006

2006

2006

2007
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

27.

28.

Fadila Aida Muhibah (122177) / Data Encryption And
Decription For Confidentiality

Firdaus Ibrahim (122178) / Bus Ticket System

Kumaraveel A/L Ganeson @ Pulliar (126889) /
Security In Wireless Lan

Law Buong Yiek (124505) / Vidoe Conference On
Ipv6

Lee Leong Tat (122948) / Routing Protocol In Mobile
Weirelss Adhoc Network

Manja Syila Saman (125160) / Steganography over
LAN

Mazlan Bin Garib (124392) / Security In Ticketing
System

Md Fitri Mohd Anuar (124983) / Firewall Security

Mohd Azim Fahmi Aziz (125933) / Linux Thin Client
Server Using Ltsp

Mohd Azmi Mohd Aderis (125976) / Web Based
System (E-Ticketing)

Muhammad Amnas Abdul Manan (123886) / Tcp/lp
Traffic Monitoring

Mohd Sainatul Ekram Mohd Ali Janaf (119316) /
Network Scheduling Using C++

Nadjiah Aris (120111) / Clustering Computing On
Biology

Ng Lan See (120119) / Security On Mobile Phone

Nik Afza Umi Abd Hadi (126648) / Honey Port For
Security

Pan We Jong (126639) / Sistem Maklumat Pelajar
FSKTM

Rushidi Abdul Karim (117481) / Honey Pot System
Linux based

Siti' Alimiyyah Ab Rani (126883) / Clustering
Computing On Chemistry

Syahril Hafiz Abu Hassan (119175) / System
Monitoring Tools Using Java

Syed Shaufig Syed Baharuddin (119232) / Network
Monitoring

Sim Biow Tze (119220) / Cryptography-Study of Data
Encryption Standard

Tan Han Joon (122905) / Ipv6 Security Attack
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Graduated

Graduated

Graduated

Graduated

Graduated
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Graduated
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2007

2007
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2008

2008

2008
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2009
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29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

Mohamad Nashriq bin Mohamad Jameri (135780) /
Load Balancer

Mohd Akmal Bin Mohd Maarof (140071) / Intrusion
Detection System with Linux

Mohd Arif Azizi Bin Awang Nik (134912) / Video over
mobile networks

Nazrin Narsyarul Bin Minhat (134929) / Package
Repository Server

Yu Chiao Chi (152734) / Mobile Application for
Personal Financial Management

Mohd Hamdan bin Mahasan (154449) / Smart Mobile
on SERI and SEMI school activities

Mohd Afig Aiman bin Sharafuddin (155434) / Smart
Mobile on SERI and SEMI student monitoring

Nurul Khairul Bhariyyah binti Mohammed Omar
(158622) / My Pocket Lifestyle (Mobile Application)

Nabilah binti Hamzah (158844) / ISO e-catalog (Web
system and Mobile Apps)

Koo Seng Kuan (168225) / Click A Job (Recruitment
system based Android Mobile application)

Amelia Muhamed Teh (167080) / One Click CV (Web
based)

Abdul A’zim Al Hazig Abdul Malik (170100) / i-Park
Smart
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Graduated
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Graduated

Graduated
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2015
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2016



